MpunoxeHne N 2

NHO®OPMALIMOHHASA TAMATKA
JJISA OBYHYAIOIIUXCA 1J1A PASMEINEHUSA
HA O®PUIINAJIBHBIX HHTEPHET-PECYPCAX

C KaX/bIM rofjoM MOMOAEXMN B UHTEPHETE CTAaHOBUTLCA GO/bLUE, a LIKOMIbHUKA OAHW K3
caMbIX aKTVBHbIX TMO/b30BaTeNell PyHeTa. Mexay Tem, MOMUMO OFpPOMHOFO KOMMYeCTBa
BO3MOXKHOCTEM, UHTEPHET HeceT M Npo6/emMbl. ATa NaMsTKa JOMKHA NOMOYb Tebe Ge30onacHo
HAXOAUTLCS B CETU.

KomnbroTepHbie BUPYCHI

KOMMNbIOTEPHBI BUPYC - 3TO Pa3HOBUAHOCTb KOMMbLIOTEPHBLIX MPOrpamMM, OTANYUTENLHON
0CO6EHHOCTbIO KOTOPOI SIBNSIETCS CNOCOGHOCTb K PasMHOXEHWIO. B gononHeHue K aTomy,
BUPYCbl MOFYT MOBPEeAWUTb WM  MOMHOCTbIO  YHUUTOXWTb BCe (haiiibl M AaHHbIe,
MOAKOHTPO/bHbIE MOMb30BATENH, OT MMEHU KOTOPOro Gblfa 3anylleHa 3apaKeHHast mporpaMma,
a TaKKe NOBPeANTb UM [aXe YHUUTOXWTb OMepaLMoOHHYK CUCTEMY CO Bcemu (halinamm B
LienoM. B 60/1bLIMHCTBE CNy4YaeB PacnpoCTPaHSIOTCS BUPYChl YePe3 MHTEPHET.

MeTo/Abl 3alWTbl OT BPEAOHOCHBIX MPOrpamm:

1. Vcnonb3yii COBpeMeHHble OMepaLMOHHbIE CUCTEMbI, MMEIOLLME Cepbe3Hblii YPOBEHb
3aLMTbl OT BPEAOHOCHbIX NPOrpaMm;

2. lMocTosHHO ycTaHaBnMBaW NayTu (UMpoBble 3aniaTKv, KOTOpble aBTOMATUYECKMU
yCTaHaB/MBalOTCA C Lenbio  [opaboTKu nporpamMmbl) ¥ Apyrve  OBGHOBNEHWUS  CBOEW
onepawMoHHOW cncTeMbl. CKaunBai UX TOMbKO € 0(hULManbHONO caiTa paspabotyrka OC. Ecnm
CYLLLECTBYET PEXMUM aBTOMaTUUYECKOrO 0OHOB/IEHUS, BKNHOUY €r0;

3. PaGoTali Ha CBOeM KOMMbIOTEPE MO MpaBamMu MOMb30BATENs, a He afAMUHUCTPATOpPA.
3T0 He MO3BONWT GOMBLUMHCTBY BPEAOHOCHbIX MPOrpaMM WHCTaN/IMPOBaThC Ha TBOEM
MEePCOHa/IbHOM KOMMbLIOTEPE;

4. cnonb3yin aHTUBMUPYCHblE MPOrpamMMHbIE NPOAYKTbl M3BECTHbIX MPOM3BOAUTENEN, C
aBTOMAaTUYECKMM OOHOB/EHWEM 0a3;

5. OrpaHuyb U3MYECKMiA JOCTYN K KOMMbIOTEPY A MOCTOPOHHMX NLL;

6. Vicnonb3yii BHELLHWE HOCUTENIN MH(opMaLMK, Takme Kak (ieLlka, AUCK Un gaiin m3
WHTEpHETa, TO/bKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He 0oTKpbIBali KOMMbIOTEPHBIE (haii/bl, NOyYeHHble 13 HEHAAEXHbIX UCTOUYHMKOB. [axe
Te (haiinbl, KOTOPble NPUCas TBOW 3HAKOMbIA. JTyudLle YTOUHW Y Hero, OTNPaB/AN M OH Te6e nX.

Ceru WI-FI
Wi-Fi - 3T0 He Buj, nepefayn JaHHbIX, HE TEXHOMOTUSA, a BCEro nLlb 6peHa, Mapka. Elle B

1991 rogy HupepnaHAckasd KomnaHuus 3apeructpuposana 6peHg "WECA™, uto 0603Hayano
cnosocoyeTaHue "Wireless Fidelity", KoTopblil nepeBoAnNTCS Kak "6ecrnpoBofHas TOUHOCTb",



[0 Hawero BpemMeHW [owna pApyras abbpeBmaTypa, KOTopass SB/SETCS TakOW ke
TexHonorven. 3T1o abbpesnatypa "Wi-Fi". Takoe Ha3BaHue 6blfI0 AaHO C HAMEKOM Ha CTaHaapT
BbICLLEl 3BYKOBOW TeXHUKM Hi-Fi, 4TO B NepeBoje 03Ha4yaeT "BbICOKas TOYHOCTL".

[a, 6ecnnartHblil MHTEPHET-A0CTYN B Kade, OTENsX U aj3ponoptax SABASETCS OT/IMYHOM
BO3MOXXHOCTbIO BbIX0fa B MHTEPHET. HO MHOrMe 3KCnepTbl CYATAKOT, YTO 00LeaocTynHble Wi-
Fi ceTn He sBNgt0TCA 6€30MacHbIMNA.

CoBeTbl N0 6e30MacHOCTX paboTbl B 06Lef0CTYNHbIX ceTax Wi-fi:

1. He nepegaBaii CBOKWO NUYHYHO WH(OpMauMio 4epe3 obulegocTynHble Wi-Fi cetu.
PaboTas B HUX, XenaTe/lbHO He BBOAUTbL Napo/v A0OCTYNa, NOrMHbI U KakKne-T0 HOMEpa,;

2. Wcnonb3yil 1 06HOBNAWA aHTUBUPYCHbIE Mporpammbl U GpaHaMayep. Tem cambiM Thbl
o6e3onacuLlb cebs OT 3aKayuKy BUpYyca Ha TBOe YCTPOMCTBO;

3. Mpu wucnonb3oBaHMM Wi-Fi oTKAOUM (PyHKUMIO "O6WMiA  goctyn K dainnam u
npuHTepam”. JaHHad (yHKUMA 3aKpbiTa MO YMOMYaHWIO, OLHAKO HEKOTOpble Mosib30BaTe/Nu
aKTUBUPYIOT ee A1 YA06CTBa UCMO/b30BaHWs B paboTe Ui yyebe;

4. He wncnonb3yin ny6nuuHblin WI-FI gnsa nepefayn NWYHbIX [aHHbIX, Hanpumep Ans
BbIX0Aa B COLMa/IbHbIe CETU WU B 3/IEKTPOHHYIO MOUTY;

5. Ncnonb3yi TONMbKO 3alMUieHHOe coefuHeHne 4vepe3 HTTPS, a He HTTP, T.e. npu
Habope Be6-aapeca BBOAN MMeHHO "https://";

6. B M0obUbHOM TenedoHe OTKIOUN PyHKUMIO "lMogkntoueHne K Wi-Fi asTomatnyeckn™.
He gonyckain aBToMaTnyeckoro nofk/oyeHns ycTpoinctsa K cetam Wi-Fi 6e3 TBoero cornacus.

CoumnajanHble ceTH

CoumaibHble CETV aKTUBHO BXOAAT B HalUy XXM3Hb, MHOTMe MII0AM paboTatoT M XXMBYT TaMm
NocTosHHO, a B Facebook ye 3apernctpupoBaH MWAAMapA YenoBeK, UYTO ABMSETCSA OAHOM
ceabMol BCeX XKuTenel nnaHeTbl. MHOrve nonb3oBaTent He MOHUMAKT, YTO WMHGOpMaums,
pasMeLLleHHas UMK B COLMabHbIX CETAX, MOXET ObITb HaliieHa U UCMOo/b30BaHa KEM YroAHo, B
TOM uncne He 06513aTeNbHO ¢ 61arvMmn HaMepeHNAMK.

OCHOBHbIE COBETbI M0 6€30MacHOCTU B COLNASIbHBIX CETAX:

1. OrpaHuyb CNWUCOK [py3eil. Y Tebsi B APYy3bAX He MAO0MKHO ObiTb CAyYaliHbIX W
HEe3HaKOMbIX /THOAEN;

2. 3aluiLali CBOK YaCTHYH XM3Hb. He yKa3sbiBail naponu, TenedoHsbl, aapeca, AaTy TBOEr0
POXAEHUS W [PYTYIO NIMUHYIO WH(OPMALMIO. 3/0YMBILLIEHHVKA MOTYT WCMO/b30BaTh [aXe
MHOPMALMIO 0 TOM, KaK Thl 11 TBOW POAUTENN NAAHUPYETe NPOBECTY KaHWKY b,

3. 3awuuiali CBOKO penyTauuio - AepXKK ee B UMCTOTe U 3aaaBaii cebe BOMPOC: XOTeN Obl
Tbl, YUTOGbI APYrve NMONb30BATENM BUAENM, UTO Thi 3arpyKaellb? Mogymaii, npexae Yem 4YTo-To
ony6/IMKoBaTh, HaNUcaTb 1 3arpysnThb;

4. Ecnv Tbl rOBOPULLbL C OABMU, KOTOPbIX He 3Haelllb, He UCMO/b3Yii CBOE peaslbHOE UMS
W APYTYH NIMYHYHO MHAOPMALMK: UMSI, MECTO XXUTE/NbCTBA, MECTO Y4ebbl 1 NpoueE;



5. N36eraii pasmeLleHns gotorpaduii B VIHTEpPHETE, rae Tbl M300paXKeH Ha MECTHOCTK, MO
KOTOPOI MOXKHO ONpeaenuTb TBOE MECTOMNOOXKEHMUE;

6. Mpy perucTpauumn B CoLManbHOWM CETU HEOBXOAMMO MCMO/b30BaTh CIOXHbIE NAposn,
COCTOSILLVE 13 BYKB 1 LGP M C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ana counanbHOW ceTW, NoYTbl U APYrux CaliToB He06XOAMMO MCMOMb30BaTh PasHble
naponun. Torga ecnim Tebs B3OMAtOT, TO 3/10yMbILLEHHUKM NOAYyYaT AOCTYN TO/bKO K OAHOMY
MECTY, a He BO BCe cpasy.

3J'[eKTp()HHLIe JACHBI'H

ONEKTPOHHbIE [eHbIMN - 3TO OYeHb YAO0OHbIA CNoco6 nnaTeXkeid, OAHaKO CYLLECTBYHOT
MOLLEHHWKM, KOTOPble XOTAT NOMYUYUTb 3TN AEHLIN.

3J'IEKTpOHHbIe JEeHbI'n nosBu/INCb CoOBCEM HeAaBHO U MMEHHO WM3-3a 3TOro BO MHOIMX
rocygapcrtBax Ao CUX nop He nporncaHo rnpo HKUX B 3aKOHax.

B Poccum Xe oHM yHKUMOHUPYIOT M O HUX Y>KEe NPOMMCAHO B 3aKOHe, rae ux pasfensor
Ha HECKO/bKO BU[0B - aHOHUMHbIE U He aHOHUMHbIE. PasHuLa B TOM, YTO aHOHUMHbIe - 3TO Te, B
KOTOPbIX paspeLuaeTcs MpoBOAMTL oOnepaumn 6e3 MAEHTU(MMKALMM MNoMb3oBaTens, a B
HEaHOHVUMHbIX NAEHTUDMKALMA NONb30BATENA ABNAETCA 0683aTeNIbHON.

Takke CneayeT pas3nnyaTb 3MEKTPOHHbIE (DUATHble AEHbIM (PaBHbI FOCYAAPCTBEHHbLIM
Ba/IkOTaM) U 371IEKTPOHHbIE He(haTHbIe AeHbIM (He PaBHbI FOCYAAPCTBEHHbLIM BankOTam).

OCHOBHble COBETbI M0 6e30nacHol paboTe C 31eKTPOHHbLIMU AeHbraMu:

1. MpuBsSXKKN K cYeTy MOOW/bHBIA TenedoH. 3TO caMblid YA0OHbIA N ObICTPLIA CNOCO6
BOCCTAHOBUTb [OCTYN K cuyeTy. [puBA3aHHbIA TeneoH MOMOXET, ecnn 3abyaellb CBOM
MNaTeXHbI Naposb MAK 3aiifellb Ha CaiT C HE3HAKOMOr0 YCTPOICTBA;

2. Vicnonb3yit ogHopa3oBble Naponu. Mocne nepexofa Ha YCUIEHHY aBTopusauumio Tebe
y>Ke He 6y/1eT YrpoXaTb ONACHOCTb KPaXkn UK NepexsaTa NnaTexHoro napons;

3. Bbibepn cnoxHbI naponb. MpecTynHmukam Oy4eT He NpoCcTo yrafaTb CNOXHbIA Naponb.
HazexxHble naponu - aTo naponu, KOTopble COAepXaT He MeHee 8 3HaKOB M BK/IOYalOT B Cebs
CTPOYHbIE U MPOMUCHbIE OYKBbI, LU(PbI M HECKO/IbKO CMMBO/IOB, TakuMe KaK 3HaK A0n/apa,
(hyHTa, BOCKMLATENbHbIN 3HaK 1 T.N. Hanpumep, $tRONg!;;

4. He BBOAW CBOV NMYHbIE laHHbIe Ha caiiTaX, KOTOPbIM He JOBepSeLLb.
JJIeKTPOHHAS MOYTA

DNeKTPOHHas MoyTa - 3TO TEXHOMNOIMS U NPefoCTaBMsSiEMble €K YCAYrK MO MEPECHINKE W
MONYYEHNIO 3/IEKTPOHHBLIX COOOBLLEHWIA, KOTOPblE PacnpeaenstoTcs B KOMMbIOTEPHON CeTu.
OO6bI4HO  9MEKTPOHHbLIA  MOYTOBbIA  AWWMK  BbIMSAMT  Chefylowym — 06pasoMm:
MMSi_NoMb30BaTenda@umsa_aoMeHa. Takke Kpome Mnepejaynm MpoCTOro TekcTa, WUMeeTcs
BO3MOXXHOCTb nepefaBaTtb (haiinbl.

OCHOBHbIE COBETbI N0 6€30NacHO paboTe C 3N1eKTPOHHO NOYTOMN:



1. Hago BbI6paTh NpaBW/ibHbIA NOYTOBbIA CepBUC. B MHTEpHETE eCTb OFPOMHbIN BbIGOP
6ecnnaTHbIX NOYTOBbIX CEPBMCOB, O4HAKO /yuyLle JOBEPATb TEM, KOro 3Haellb ¥ KTO NepBblil B
PEATUHTE;

2. He ykasblBail B NMYHOW MouTe NIMYHYIO MHGOpMauuio. Hanpumep, nydile BbiGpaTb
"My3blKa/IbHbIA_haHaT@" nnm "pok2013" BmecTo "Temal3™;

3. Ncnonb3yii ABYX3TamnHyt0 aBTopM3auuto. ITO Korga NoMMMO Maponst HY)KHO BBOAMTb
Kog, npucblnaemblii no SMS;

4. Bblbepn CNOXHbIA Naponb. [N KaXAoro noyvToBOro flMKa [O/MKeH ObiTb CBOWA
HaAEeXHbIiA, YCTONYMBLIN K B3/TOMY Naposb;

5. Ecnm ecTb BO3MOXHOCTb HanmcaTb caMoMy CBON NNYHBIIA BOrMpoc, VICI'IO]'Ib3yl7I Ty
BO3MOXXHOCTb;,

6. Mcnonb3yil HECKONbKO MOYTOBbIX AWMKOB. [epBblii AN 4aCTHOM Mepenuckn ¢
afipecataMu, KOTOPbIM Tbl [0Bepsielb. DTO 3/1EKTPOHHbLINA afpec He Hafo UCMo/b30BaTh Mpu
perucTpauun Ha popymax u camrax;

7. He oTKpbIBaii (haiifibl U Apyrve BNOXKEHWS B NUCbMaX, [aXe eC/v OHW NPULLIAN OT TBOUX
Apy3ei. Jlydule yTOUHW Y HUX, OTNPaBAANN 1 OHKU Tebe 3TK halinbl;

8. Mocne OKoHYaHWSA paboTbl Ha NOYTOBOM CepBUCE MNepes 3aKpbITUEM BKNAAKW C CaiTOM
He 3aby/ab HaXXaTb Ha "BbIATK".

KubepOy/uinHT Wi BUPTYaJibHOE H3/1€BaTEJIbCTBO

Knbep6ynnuHr - npecnefioBaHne COOBLLEHNSMM, COAEPXKALLIMMMN OCKOPBEHUS, arpeccuto,
3anyruBaHue; XyJMraHcTBo; COLManbHOe GOMKOTMPOBaHME C MOMOLLBIO Pa3MYHbIX MHTEPHET-
CEpPBUCOB.

OCHOBHbIe COBETHI M0 60pbL6e C KNBEepOYNIMHIOM:

1. He 6pocaricsi B 60i1. JTyuunia cnocob: nocoBeToBaTbLCA Kak cebst BECTU W, CNN HET TOrO,
K KOMY MOXHO 006paTtutbCsi, TO BHayasie YCMOKOMTbCA. ECAM Tbl HayHewb OTBeYaTb
0CKOPO6eHMAMM Ha OCKOP6/IEHMS, TO TONBKO el 60/bLIe PasoXKeLLb KOH(PANKT;

2. Ynpaenaii cBoel KnbeppenyTaumei;

3. AHOHMMHOCTb B ceT MHUMMasA. CyLlecTBYIOT CNoco6bl BbISICHUTL, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He CTOUT BECTM XYNUraHCKUIA 06pa3 BUPTYaslbHOW XU3HU. VIHTEpHET UKCUPYeT BCe
TBOM AEVCTBMS 1 COXPaHSET UX. Y aanuTb X 6yaeT KpaliHe 3aTpyaHUTENbHO;

5. Cobntofaii CBOK BUPTYaslbHYH YeCTb CMOMOAY;

6. NIrHopupyi efMHWYHbIA Heratue. OfHOPa30Bble OCKOPOUTENbHbIE COOGLLEHMA Nydlle
nrHopmposatb. OBbIYHO arpeccus NPeKpaLLaeTcs Ha Ha4a/IbHOW cTaguw,;

7. BbaH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMU COOBLLEHNSMM, B COLMAbHbIX
CETSAX eCTb BO3MOXHOCTb 6/10KMPOBKM OTMPaBKM COOBLLEHUIA C ONpeieNeHHbIX afpecos;



8. Ecnm Tbl cBupgeTenb KubepbynnuHra. TBOWM OENCTBUA:  BbICTYNUTb  MPOTUB
rnpecnegosatens, rnokasaTb emy, UYTO €ro [eliCTBMA OLIEHVBAKOTCA HeraTvBHO, MOALepXKaTb
XEpTBY, KOTOPOM Hy>KHa MNCMXONOrMyeckas MoMOLLb, COO6WMTL B3pOC/bIM O  (hakTe
arpeccyBHOrO NoBefeHWs B CETU.

MoOnabHbIi Tes1ed)oH

CoBpemMeHHble CMapTOHbI 1 NaHLLETbI COAepXKaT B ce6e BNOHE B3POC/bIV (hyHKLMOHA,
M Tenepb OHW MOTYT KOHKYPUPOBaTb CO CTaLMOHApHbIMM KOMMbioTepamu. OAHaKo, CpPeacTs
3aWThl 419 NOAOOHBIX YCTPOMCTB MOKa OYeHb Mano. TecTMpOBaHWe M MOWUCK YA3BUMMOCTEN B
HWX MPOMCXOAUT He TaK MHTEHCMBHO, Kak Ans MK, To e camoe KacaeTcsi U MOOW/bHbIX
MPUNOXKEHWIA.

CoBpeMeHHble MOGU/bHbIE Gpay3epbl YXKe MPaKTUYeCKU AOFHa/M HACTOMbHbIE aHanoru,
OfHAKO paclUMpeHne (yHKLUMOHaNa BneyeT 3a CO60/ 6ONMbLUYID CNOXKHOCTb M MEHbLUYHO
3aLMLLEHHOCTb.

[Janeko He Bce NPOW3BOAMTENN BbIMYCKAOT OOHOBMIEHWS, 3aKPbIBAOLLME KPUTUYECKNE
YSI3BUMOCTY /151 CBOMX YCTPOIACTB.

OCHOBHbIe COBeTbI 414 6e30nacHOCTM MOBGUILHOTO Te}'le(*)OHaZ

Huuero He sBNsieTCA Mo-HacTosiLeMy 6ecnnaTHbIM. Byab OCTOPOXeH, Befp Korja Tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaK1e-TO NAaTHbIE YCNYTH;

[ywmait, npexae yem oTnpasutb SMS, POTO UM BUAEO. Thl TOUHO 3HaELLb, F4e OHU OyayT
B KOHEYHOM UTOTE?

Heo6xo41MmM0 06HOBNATL ONEpPaLVOHHYIO CUCTEMY TBOEIO CMapT(OHa,;
cnonb3yii aHTMBMPYCHbIE NPOrpaMMbl 415 MOBUIIbHBIX TeNe(OHOB;

He 3arpyxail nNpunoXKeHUs OT HEM3BECTHOrO WUCTOYHMKA, BeAb OHW MOTYT COAEpPXXaTb
BPeAOHOCHOE MPOrpaMMHOe 06ecneyeHue;

Mocne TOro Kak Tbl Bblifellb C caliTa, r4e BBOAWA JINYHYIO MH(OPMaLuo, 3ainan B
HaCTpOIKK Gpay3epa 1 yaann cookies;

MeproamnYecKy NPoBepsiA, Kakue NnaTHbIe YCyrn akTUBMPOBaHbI HA TBOEM HOMEPE;

[laBaii CBOW HOMep MOGWNILHOIO TenedoHa TOMbKO /MOAAM, KOTOPbIX Thbl 3HAELUb U KOMY
[0BEPSELLb;

Bluetooth go/mkeH GbiTb BbIK/OUEH, KOTAA Thl UM He MOMb3yellbes. He 3a6biBait MHOTAA
MPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHble  OHMAWH-UrPbl - 3TO  KPacouHble, 3axXBaTblBalOLIME Pa3B/iEUEHNS,
00bEANHSIIOLLME COTHU ThICAY YENIOBEK MO BCEMY MUpPY. VIFPOKW MCCNeaytoT AaHHbIA UM Mup,
00LLATCS APYT C APYrOM, BbIMOHAIOT 3a/jaHNs, CPAKAOTCA C MOHCTPAMM 1 MOyYatoT OMbIT.
3a y[0BONbCTBME OHW NAATAT: MOKYNalT AWCK, OMNNauyMBatoT abOHEMEeHT WMAM npuobpeTaroT
KaKu1e-To OmnLuun.



Bce 3Ttm cpeactsa vAyT Ha MNOALEpPXaHMe W pasBMTME UIPbl, a Takke Ha camy
6e30NacHOCTb: COBEPLLEHCTBYIOTCA CUCTEMbl aBTOPM3aLWKM, BbIMYCKAOTCA HOBble NaTyu
(umdpposble 3anaTky 415 NPoOrpaMm), 3aKpbIBatOTCS YA3BUMOCTM CEPBEPOB.

B I'IO,CI,06HI:IX nrpax CToUT onacatbCA HE CTO/IbKO CBOWX COMEPHUKOB, CKOJIbKO KpaiKn
TBOEro naposs, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpPM3aLnn 60/bLLUMHCTBA urp.

OCHOBHble COBETbI N0 6€30MacHOCTY TBOEr0 NIrpoBOro akKayHTa:

1. Ecnn pgpyroit urpok BefeT cebs Naoxo uam cosgaeTt Tebe HENPUATHOCTU, 3a6/10KNPYi
ero B CMMCKE NIPOKOB;

2. Moxanyiics aAMUHUCTPATOPaM MIPbl Ha NI0X0e NOBeAEHME 3TOF0 UFPOKa, YKenaTe/lbHO
MPUNOXMNTb KaKNe-To [0Ka3aTeNbCTBA B BUE CKPUHOB;

3. He yka3sblBail NUHY0 NH(OpMaLMIo B npodaiisie urpsbl;
4. YBaxal Apyrux y4acTHUKOB MO UTpPe;

5. He ycTaHaBnmBaii HeohuumabHble NaT4yn 1 MOAbI;

6. Micnonb3yi CnoXxHble 1 pasHble Naponu;

7. Oake BO Bpems Urpbl He CTOUT OTK/KOYaTb aHTMBUpYC. oka Tbl Urpaellb, TBOWA
KOMMbIOTEP MOTYT 3apa3nTh.

DOUIIUHT WA Kpaka JUIHbIX JAHHbIX

OObIYHON Kpaxel [AeHer W [OKYMEHTOB CerofHs YXe HUKOro He YAMBULWb, HO C
Pa3BUTVEM  WHTEPHET-TEXHONOIMMIA  3M0YMbILWIEHHUKA  NEPEMECTUINCL B WHTEPHET, U
NPOAO/MKAKOT 3aHUMATLCS "NHOOMMbIM™ e/10M.

Tak nosBuiacb HOBas yrpo3a: WHTEPHET-MOLUEHHUYECTBA WU (PULLMHT, TaBHas Lenb
KOTOPOro COCTOMT B MOMYyYeHUN KOH(MAEHLUMANbHBIX [LAHHLIX MO0/b30BATENE - NOrMHOB W
naponeii. Ha anrnuiickom s3bike phishing untaetca kak ¢uwmHr (o1 fishing - pei6Has nosns,
password - naponsb).

OCHOBHbIe COBETHI M0 60pb6e C PULLNHTIOM:

1. Cnepm 3a CBOMM akkayHTOM. Ecnv Tbl NOA03peBaeLLb, YTO TBOS aHKeTa 6blna B3/10MaHa,
TO HE06X0AMMO 3a06/10KMPOBATL €€ U COOBLLMTL aAMUHNCTPATOPaM pecypca 06 3TOM Kak MOXHO
CKopee;

2. Wicnonb3yii 6e3onacHble Be6G-CaliTbl, B TOM YMC/E, UHTEPHET-MarasuHoB W MOVUCKOBbIX
cUCTEM;

3. Vcnonb3yii CnoxHble U pasHble nNaponu. TakuMm o6pasom, ecnn Tebs B3/OMarT, TO
3/10YMbILLNEHHWUKM MOYyYaT JOCTYN TOMbKO K O4HOMY TBOEMY NPOQUII0 B CETH, & HE KO BCEM;

4. Ecnv Tebsi B3NIOManv, TO HEOGXOAMMO NPeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIe
[06aBneHbl y Te6s B APY3bsiX, 0 TOM, YTO Te6s B3IOMann 1, BO3MOXHO, OT TBOErO MMeHW ByaeT
PaCChINATLCS CMam U CCbIKU Ha (DULLIMHTOBbIE CalThl;

5. YcTaHoBM HafexXHbI naposb (PIN) Ha MOBUbHbIV TeNeqoH;



6. OTK/OUM COXPaHEHMe Napons B bpay3epe;

7. He oTKpbIBali haiinbl U Apyrvie BNOXEHMS B MUCbMaX, AaXe eC/IM OHWU NPULLAN OT TBOUX
ApY3eii. Jlydie YTOUHWU Y HIUX, OTMPaBASAM X OHK Te6e 3TU (aiinb.

Hudposas penyranus

Lintpposas penyTauus - 3TO HeratvMBHas WAV NO3UTUBHaA WH(OpMaums B CETU O Tebe.
KomnpomeTupytowas nHpopmalms, pasmeLleHHas B WHTEPHETE, MOXET Cepbe3HbIM 06pa3om
0TPa3nUTbLCA Ha TBOEN peasibHOM »XM3HK. "Lindposas penyTayms” - aT0 TBOM UMUK, KOTOPbIN
(hopmMupyeTcs U3 NHGopmauun o Tebe B MHTEPHeTE.

TBOE MECTO XUTeNbCTBA, Y4ebbl, TBOE PUHAHCOBOE MOMOXKEHNE, 0COGEHHOCTM XapaKTepa
pacckasbl 0 6/IM3KMX - BCE 3TO HAKaNIMBaeTCs B CETU.

MHorve nNoApoCTKN NErkKOMbIC/IEHHO OTHOCATCA K My6nMKauum NUYHON MH(opmaumn B
NHTepHeTe, He NOHMMas BO3MOXHbIX MOCNEACTBUNA. Thbl AaXKe He CMOXeLUb A0rafaTbCsi O TOM,
yTO (hoTOrpadms, pasmeLeHHas 5 net Hasag, CTana NPUUMHONM 0TKasa NPUHATL Tebs Ha paboTy.

KomMmeHTapum, pasMmeLLeHne TBOMX poTorpaguii n apyrve AencTeus MoryT He UCUE3HYTb
AakKe Mocne Toro, Kak Tbl X yAauLWb. Tbl He 3Haelllb, KTO COXPaHUA 3Ty MH(opMaLuto, nonana
NN OHa B MOWCKOBblE CUCTEMbl M COXpaHWAacb NN OHa, & FNaBHOE: YTO MogyMaloT O Tebe
OKpyXatoLye nogun, KOoTopble HangyT v yBUAAT 3T0. HaliTu MH(opMaumio MHOMO NeT CnycTs
CMOXeT /It060I - Kak M3 [06pbIX NOGYXAEHUIR, TaK U C HAMEPEHUEM MPUYUHUTL Bped. ITO
MOXET ObITb KTO YrOAHO.

OCHOBHbIe COBETbI M0 3aLLMTE L(POBOIA penyTaLum:

1. Mopymaii, npexae 4Yem 4TO-TO My6MMKOBaTb WM MepefasaTb y cebsi B 6nore mnm B
couuanbHoiA ceTu;

2. B HacTpoiikax npouns ycTaHOBM OrpaHWYeHUst Ha MPOCMOTP TBOEro Mpoduns 1 ero

AL

COAEPXIMOr0, CAleNaii ero TobKo "Ans apyseii";

3. He pasmewiali 1 He yKasblBali MHOPMaLMIO, KOTOpas MOXET KOro-nmbo ocKop6nsTh
NN 06MXKaTb.

ABTOpCKOE PaBo

CoBpeMeHHble LLIKOMbHUKM - aKTUBHbIE MO/b30BaTENM LIM(POBOro NpocTpaHcTBa. OfHAKO
[ANIeKO He BCE 3HAOT, YTO MO/b30BaHWE MHOTMMU BO3MOXHOCTSIMM LUGPOBOrO Mupa TpedyeTt
CO6/MIOIEHNS NPAB Ha VHTENNEKTYalbHYH COGCTBEHHOCTb.

TepMyUH "WHTENNeKTyalbHasd COOCTBEHHOCTb" OTHOCUTCA K Pas/iMyHbIM  TBOPEHUAM
4e/IOBEYECKOr0 YMa, HauMHas C HOBbIX U300PeTeHMNA 1 3HAKOB, 0603HAYAIOLLMX COOCTBEHHOCTD
Ha NPOAYKTbI W YCNYrW, W 3aKaHumBas KHuramu, @otorpapusamn, KuHOMUIbMaMK |
MY3bIKa/IbHbIMW NPOU3BEAEHNAMN.

ABTOpPCKME NpaBa - 3TO MpaBa Ha WUHTENNEKTYa/lbHYH COBCTBEHHOCTb Ha MPOM3BEAEHNS
HayKu, NMTepaTypbl 1 UCKYCCTBA. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTUM TOro, YTo
WHTENNEeKTYaNbHbIA/TBOPUECKUIA TPYA aBTopa He GyAeT HampacHbIM, AAacT eMy CrhpaBef/MBble
BO3MOXHOCTY 3apaboTaTh Ha pe3yrbTaTax CBOEro Tpyaa, NosyunTb U3BECTHOCTb M MPU3HaHMe.
HuKTO 6e3 paspeLLieHns aBTOpa HE MOXET BOCMPOW3BOAWTbL ero NPon3BeeHne, PacnpoCTPaHaTh,



Ny6/MIMYHO AEMOHCTPMPOBATh, MPOAaBaTh, WUMMOPTMPOBATb, MycKaTb B MPOKAaT, My6G/INYHO
MCMONHATb, NOKAa3bIBaTb/UCMONHATL B 3hMpe UK pa3MeLlath B VIHTEpHETe.

Vcnonb3oBaHve "nupartckoro” nporpaMMHOro 06ecrneyeHnss MOXeT MPUBECTU K MHOTUM
pycKaM: OT MOTepyM [AaHHbIX K TBOMM akkayHTaM [0 G/IOKMPOBKW TBOEro YCTPOWCTBa, rae
YCTaHOB/IEHa HefleranbHas nporpaMma. He cTouT Takxke 3abbiBaThb, UTO CYLLECTBYIOT fierasibHble
1 GecnnatHble NPorpaMmbl, KOTOpble MOXHO HaiNTW B CETK.

O nopraJjie

CeTeBMYOK.pp - TBOM [NaBHbIA COBETYMK B CeTWU. 34eCb Thl MOXEWb Y3HaTb O
6e30MacHOCTM B CETU MOHATHLIM U JOCTYMHbLIM S3bIKOM, a MPY BOSHUKHOBEHWUW KPUTUYECKOW
cuTyauum obpatuTbCs 3a COBETOM. A TakXXe MPUHATb yvacTue B KOHKypcax M CTaTb CamblM
LUMPPOBbIM rpaxaaHNHOM!



